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Document Control

A.	Confidentiality Notice

This document and the information contained herein is the property of Cosmedicare UK Limited.

This document contains information that is privileged, confidential or otherwise protected from disclosure.  It must not be used, or its contents reproduced or otherwise copied or disclosed, without prior consent in writing from Cosmedicare UK Limited.

B.	Document Details

	Document Classification
	Policy

	Author and Role
	Compliance Manager

	Organisation
	Cosmedicare UK Limited 
(including St Ellen’s Private Hospitals - Glasgow and Livingston)

	Document Reference
	Privacy

	Current Version Number
	3

	Current Document Approved by
	Managing Director

	Date Approved
	24 October 2025

	Target Audience
	All website users, patients, job applicants, employees, contractors, and service partners.

	Additional Circulation
	None

	Related Policies
	As stated within the document



C. 	Document Revision and Approval History

	Version
	Date
	Version Created by
	Version Approved by
	Comments

	1
	02/07/2024
	Compliance Manager
	Managing Director
	First Issue

	2
	07/07/2025
	Compliance Manager
	Managing Director
	Section 1 – inclusion  of lawful basis under which Cosmedicare processes data—namely, Article 6(1)(e) (public task) and/or Article 9(2)(h) (healthcare provision) of the UK GDPR.  Section 2 – clarification thatlarify that the policy also applies to job applicants, employees and contractors. Section 3 -   added seven key data protection principles (UK GDPR Article 5).  Section 4.0  - clarification that the Compliance Manager is the company DPO.  Section 4.1 – added purposes for collecting data. Section 4.1.1 – referenced data sharing with third parties.  Section 5 – reference to potential forthcoming Data Protection and Digital Information Bill. Throughout – changed reference from “sensitive personal data” to “special category data”. Trhoughout – changed reference to data protection legislation and GDPR to UK GDPR.   Section 4.15 (new) – inclusion of specific mention of employees’ data. Section 4.16 (new) – addition of data breach notification action.  Section 4.17 – addition of “your data protection rights”

	3
	24/10/2025
	Compliance Manager
	Managing Director
	Document Control B - Document Details Target Audience – amended to reference external users.  Throughout anonymisation of post-holders (removal of names and replacement with job titles only), References: addition of Cookies policy.
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[bookmark: _Toc514142852]1.0	Purpose

The purpose of this policy is to comply with privacy regulation requirements, to inform patients and other users how Cosmedicare UK Limited (hereinafter referred to as “Cosmedicare”) will handle their personal data, what rights they have and how to exercise them.  Cosmedicare processes personal data under the lawful bases provided by Article 6(1)(e) and, where applicable, Article 9(2)(h) of the UK GDPR, in order to provide healthcare services and meet our legal obligations.

[bookmark: _Toc514142853]2.0	Scope

This privacy policy applies to:

· the actions of Cosmedicare and users with respect to our website www.cosmedicare.uk - it does not extend to any websites that can be accessed from this website including, but not limited to, any links we may provide to social media platforms;
· all data collected from users by Cosmedicare in relation to use of the website;
· all service user (patient) data collected in relation to Cosmedicare’s private healthcare provisions;
· all data provided by our website users and private healthcare service users.

This policy also applies, where relevant, to job applicants, employees, and contractors.

For purposes of the UK GDPR, Cosmedicare is the “data controller”.  This means that Cosmedicare determines the purposes for which, and the manner in which your data is processed.

[bookmark: _Toc514142854]3.0	Principles

Cosmedicare has a primary duty to meet its responsibilities in providing the highest standard of healthcare for our patients.   Cosmedicare takes the privacy of your information very seriously and is committed to safeguarding the confidentiality, integrity, and availability of all personal data we collect.

As a patient of Cosmedicare, your care may be provided by a healthcare professional who is a medical practitioner including consultants, nurses, and other clinical support professionals. Throughout this policy, we refer to all such individuals as ”healthcare professionals”.  Those healthcare professionals make decisions about what personal data they need to collect about you, and may maintain their own set of medical records in relation to your care.  They are a data controller of your personal data which they hold within those records, meaning that they must also comply with the data protection legislation and relevant guidance when handling your personal data.  This includes using your personal data as set out in more detail below.

Most healthcare professionals are expected to use/process personal data as set out within this policy.  There may be circumstances, however, where healthcare professionals have different modes of working and in those particular circumstances, it is the responsibility of the healthcare professional to ensure their use of your personal data is lawful, inform you as to exactly how it will be used and provide you with their own Privacy Notice setting this out.

We uphold the principles of data protection, ensuring all personal data is:

· processed lawfully, fairly and transparently;
· collected for specified, explicit and legitimate purposes;
· adequate, relevant and limited to what is necessary;
· accurate and, where necessary, kept up to date;
· kept in a form which permits identification for no longer than necessary;
· processed in a manner that ensures appropriate security;
· accountable, with responsibility demonstrated through documented compliance.
[bookmark: _Toc514142855]4.0	Our Approach

Cosmedicare UK Limited (SC530639) cares about your privacy and we are committed to processing your personal information in accordance with fair information practices and applicable data privacy laws (specifically, the UK General Data Protection Regulation and the 2018 Data Protection Act).  Cosmedicare has appointed our Compliance Manager as the company’s Data Protection Officer (DPO).  The DPO is the individual who is the responsible person for data protection oversight. You may contact our Compliance Manager regarding any privacy concerns or to exercise your rights.

4.1	Collection and Use of Personal Information

As a Cosmedicare patient, we will collect and use personal data about you including:

· your name, address and contact details;
· financial information (used to provide payment to Cosmedicare);
· occupation;
· emergency contact details, including next of kin;
· background referral details;
· any images taken of you by the closed-circuit television (“CCTV”) systems we have installed at our hospitals.

We collect and process your personal information for purposes including but not limited to:

· providing safe and effective medical treatment;
· managing appointments, communications and follow-ups;
· billing and payment administration;
· complying with legal and regulatory obligations;
· ensuring security and safety via CCTV;
· auditing, quality assurance, and service improvement.

4.1.1	Special Category Data

We may also collect and use more special category data about you, such as information relating to your physical and mental health. Special category data must be handled even more perceptively than standard personal data.  For example, if you are a patient we will need to use personal data about your health in order to provide your care.  Your special category data will be managed in accordance with the law and this policy and all applicable professional standards including guidance from the General Medical Council and British Medical Association.

The special category data we may hold about you could include the following:

· details of your current or former physical or mental health – this may include personal data about any healthcare services you have received or need, both from Cosmedicare directly and other healthcare providers such as GPs or hospitals (private and/or NHS), including about clinic and hospital visits and medicines administered;
· details of care you have received from Cosmedicare including any images taken in relation to your care;
· details of your nationality, race and/or ethnicity;
· details of your religion;
· details of any genetic data or biometric data relating to you;
· data concerning your sex life and/or sexual orientation.

Your special category data may be shared with third parties such as laboratories, external healthcare providers, or regulators where necessary for the provision of care or compliance with legal obligations.  We ensure appropriate safeguards are in place for any such data sharing, including data processing agreements and access limitations.



4.1.2	Other People’s Personal Data

If you provide us with personal data about another person (such as a next of kin or emergency contact), it is your responsibility to inform that person about the contents of this policy.  You must ensure that you have the authority to share third-party data, particularly for legal or parental responsibility.

4.1.3	Accuracy of Personal Data

Cosmedicare takes reasonable steps to ensure that your personal information is accurate, complete, and current.  Please note that you have shared responsibility with regards to the accuracy of your personal information and you should notify Cosmedicare of any changes to your personal information.  If you change personal data which we already hold about you then we will update our systems to reflect the changes, but our systems will also continue to hold the originally recorded personal data.  Be assured that we do not rely on outdated personal data when making decisions about your care.  If discrepancies arise, we will seek clarification before proceeding.

4.2	How We Collect Your Personal Data

4.2.1	Directly from You

We may collect personal data directly from you when you:

· enter into a contract with us for the provision of your care;
· use our services;
· undergo a consultation with one of our healthcare professionals;
· submit a web enquiry;
· send us a question including through our website, by email or by social media;
· correspond with us by letter, email, telephone (all incoming and outgoing calls from/to patients are recorded) for training, monitoring and medico-legal purposes. Recordings are stored securely and retained in accordance with our data retention schedule.
· correspond with us via social media, including where you reference Cosmedicare in a public social media post;
· attend our hospitals and are recorded on the CCTV systems we have installed;
· take part in our marketing activities.


4.2.2	From Other Healthcare Providers

Our patients will usually receive healthcare services from other organisations in addition to Cosmedicare, therefore we may have to collect personal data about you from other organisations.  This may include collection of medical records from:

· your GP;
· your healthcare professional;
· the NHS or another private healthcare organisation;
· mental health service providers.

Medical records include personal data about your tests and diagnosis, clinic and hospital visits, medicines administered and procedures you have undergone.

4.2.3	From your NHS Summary Care Record (SCR)

Your NHS Summary Care Record (SCR) is an electronic record of patient information, including medication, allergies, adverse reactions to medicines, and past and present medical information, created from your GP medical record.  Prior to your appointment with Cosmedicare, your NHS Summary Care Record should be made be available to view by Cosmedicare’s clinical team involved in your care, unless you choose to opt out of having an SCR.  Access to your SCR optimises patient safety allowing us to make the most clinically informed decisions.  You can find more information about your SCR at https://digital.nhs.uk/services/summary-care-records-scr 

If you do not want Cosmedicare to access your SCR, or you have any queries about your SCR, please advise the Patient Care Co-ordinator who has been assigned to you.

4.2.4	From other Third Parties

We may also collect personal data about you from other third parties as follows:

· your healthcare professional or other healthcare services;
· experts (including medical experts) and other service providers;
· NHS health service bodies.

If you (or third parties) do not provide the personal data requested, we may be unable to provide your care.

4.3	Communication Methods

We are likely to communicate with you by telephone, SMS, email, and/or post.  Note - if we call the telephone number(s) which you have provided, and our call is diverted to voicemail, we may leave a voice message.

Our communications might be:

· to provide you with updates and reminders about your care;
· to provide you with your medical information (including test results and other clinical updates) and/or invoicing information, we may communicate with you by encrypted email;
· if we have your mobile number or your email address we may use them to ask you to complete patient surveys which are for the purpose of improving our service or monitoring outcomes (not a form of marketing).

4.4	How Cosmedicare will Use (Process) Your Personal Data

Cosmedicare will process your personal information for the purpose of providing direct patient care and we rely on the legal basis of our contractual relationship with you to do so:

· legitimate interests: we need to use your personal data for our legitimate business interest to process your personal data and such interest does not cause harm to you - we will rely on this for activities such as quality assurance, maintaining our business records and developing and improving our products and services.
· legal obligation: we need to use your personal data to comply with our legal or regulatory obligations.
· legal claims: we need to use your special category personal data to establish, exercise or defend our legal claims.
· consent: you have given us your consent to use your personal data for this purpose.  

When we use any of your special category data for supporting your care, we must also establish one (or more) of the following specific legal reasons for doing so:

· health or social care: to provide your care; for the management of health or social care systems and services; for others to provide informed healthcare services to you; to manage the healthcare services we deliver, including carrying out surveys to identify and carry out any necessary improvements;
· vital interests: to protect your vital interests where you are physically or legally incapable of giving consent, for example in an emergency if you are incapacitated;
· substantial public interest: for reasons of substantial public interest.

We may collect, use, and transfer your personal information through automated and/or paper-based data processing systems.  

Cosmedicare has established routine processing functions which are detailed below:

· creating your patient record on Cosmedicare’s patient management system;
· arranging and providing your care (and other related services);
· liaising with healthcare professionals about your care;
· issuing your fee quotation and processing your invoice;
· internal audit and quality improvement initiatives;
· participation in national audit programmes;
· investigating and responding to any complaints;
· responding to your questions or feedback;
· provision of training in connection with quality improvement initiatives.

Cosmedicare uses data processors, which are third party organisations providing services (or elements thereof) to Cosmedicare.  Cosmedicare has a contract in place with all data processors which ensures that all data processors are only permitted to process data in accordance with instructions received by Cosmedicare as the data controller and data protection law.  Data processors are not permitted to share your personal information with any third-party organisation.

Cosmedicare may disclose your details to any recipient:

· if we are legally obliged to, such as by applicable court order or law;
· with your consent, such as with another healthcare professional for medical opinion;
· when reasonably necessary such as in the event of a life-threatening emergency.

4.4.1	Private Healthcare Information Network (PHIN)

Under the Competition and Markets Authority Private Healthcare Market Investigation Order 2014, we are required to provide the Private Healthcare Information Network (PHIN) with personal data related to your care, including your NHS Number and postcode, the nature of your procedure, the length of your stay in hospital, whether there were any complications, your recovery and improvement post-treatment, and any feedback you gave us.

PHIN is an organisation which monitors outcomes of patients who receive private healthcare services, as part of a UK-wide programme to improve the public's access to information on the quality and outcome of private healthcare.

Information about how PHIN uses personal data, including its Privacy Notice, is available at www.phin.org.uk.

4.5	Your Choice Matters

Cosmedicare respects your right to object to any uses or disclosures of your personal information which are not:

· required by law;
· required to meet the legitimate interests of Cosmedicare as a healthcare service provider (such as disclosures for internal auditing and reporting purposes or other processing covered by this policy)

If you do object, Cosmedicare shall endeavour to work with you to find a reasonable accommodation.

4.6	Automatic Processing

At times Cosmedicare will use automated systems/processes and automated decision making to improve and support your experience. Automation allows Cosmedicare to make processes intuitive, simple, and easy to use. You have Rights in relations to Automatic Processing, see “Know Your Rights”.



4.7	International / Third Country Transfers

We do not intend to transfer your personal information outside of the UK.  If, in the future, we ever need to transfer your data outside the UK, we will ensure appropriate safeguards are in place, such as standard contractual clauses approved by the UK ICO.

4.8	Accuracy of your Personal Information

Cosmedicare takes reasonable steps to ensure that personal information is accurate, complete, and current.  Please note that you have shared responsibility with regards to the accuracy of your personal information.  Please notify Cosmedicare of any changes to your personal information.

4.9	Access to Your Personal Information

You may reasonably access and update the personal information pertaining to you that is on file with Cosmedicare. 

You can exercise this right by contacting enquiries@cosmedicare.uk 

Your ability to access and correct personal information is not limited by transfers of personal information – the ability shall exist regardless of where personal information is physically situated within Cosmedicare.

Your right to access your personal information may have some restrictions. For example, access may be denied in the case of recurrent access requests within a short time interval, or where providing such access or correction could compromise the privacy of another person or unreasonably expose sensitive company information.

4.10	Right to Erasure

You can ask Cosmedicare to delete any information it holds about you if the law and Cosmedicare’s data retention policies allow for this.

4.11	Keeping your Personal Information Secure

Cosmedicare takes precautions to protect personal information from loss, misuse, and unauthorised access, disclosure, alteration, and destruction.  Cosmedicare has taken appropriate technical and organisational measures to protect the information systems on which your personal information is stored and require its suppliers and service providers to protect your personal information by contractual means.

4.12	Retention of Your Personal Information

Your personal information will be retained as long as necessary to achieve the purpose for which it was collected, usually for the duration of any contractual relationship and for any period thereafter as legally required or permitted by applicable law, after which point all information shall be securely destroyed in accordance with Cosmedicare’s Data Protection and Information Security policies.

If you do not want us to contact you anymore, please contact enquiries@cosmedicare.uk.

4.13	Handling or Privacy Concerns

If you have any questions about this policy or if you believe that your personal information is not handled in accordance with the applicable law or this notice, you have several options:

Contact Cosmedicare 

· by telephone on 0131 202 9166;
· by email at enquiries@cosmedicare.uk .



Contact Healthcare Improvement Scotland - the regulator for independent healthcare services in Scotland:

· by telephone on 0131 623 4319
· by post to: Healthcare Improvement Scotland, Gyle Square, I South Gyle Crescent, Edinburgh, EH12 9EB

Note - Cosmedicare’s PHIN provider ID number is PHIN-36P and HIS Registration number for our Livingston hospital is 01976 and for our Glasgow hospital is 02507.

Contact the Information Commissioner’s Office (the “ICO”):

· telephone the ICO helpline (0303 123 1113)
· visit the ICO website (https://ico.org.uk/global/contact-us )
· by post to: Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF

Note - Cosmedicare’s ICO Registration Number is ZA422827.

4.14	Cookies – www.cosmedicare.uk

The Cosmedicare website may place and access certain cookies on your computer.  Cosmedicare uses cookies to improve your experience of using the website and to improve our range of services.  Cosmedicare has carefully chosen these cookies and has taken steps to ensure that your privacy is protected and respected at all times.

All cookies used by this website are used in accordance with current UK and EU Cookie Law.

Before the website places cookies on your computer, you will be presented with a message bar requesting your consent to set those cookies.  By giving your consent to the placing of cookies, you are enabling Cosmedicare to provide a better experience and service to you.  You may, if you wish, deny consent to the placing of cookies; however certain features of the website may not function fully or as intended.

You can choose to enable or disable cookies in your internet browser.  By default, most internet browsers accept cookies, but this can be changed.  For further details, please consult the help menu in your internet browser.

You can choose to delete cookies at any time.

It is recommended that you ensure that your internet browser is up-to-date and that you consult the help and guidance provided by the developer of your internet browser if you are unsure about adjusting your privacy settings.

4.15	Employee Data

Cosmedicare also processes personal and special category data about its employees for purposes such as HR management, payroll, training, and compliance monitoring. Employee data is processed in accordance with employment law, internal policies, and applicable data protection legislation. Employees have the same rights under this policy as patients and website users.

4.16	Data Breach Notification

Cosmedicare has procedures in place to detect, report and investigate personal data breaches. Where a breach is likely to result in a risk to your rights and freedoms, we will notify the Information Commissioner’s Office and affected individuals without undue delay.



4.17	Your Data Protection Rights

Under the UK GDPR, you have the following rights:

· The right to be informed about how we use your data.
· The right of access to your personal data.
· The right to rectification if your data is inaccurate or incomplete.
· The right to erasure (in certain circumstances).
· The right to restrict processing.
· The right to data portability.
· The right to object to processing.
· Rights related to automated decision making and profiling.

To exercise any of these rights, please contact us using the details in section 4.13.

[bookmark: _Toc514142863]5.0	Monitoring and Review

This policy will be reviewed and updated in line with any future data protection reforms, including those introduced under the Data Protection and Digital Information Bill or other amendments to UK privacy legislation.  Any further actions to progress the policy aims will be identified when reviewed and identified actions will be completed.

References and Further Reading

· Policy – Cosmedicare UK Limited: Incident Management
· Policy – Cosmedicare UK Limited: Duty of Candour
· Policy – Cosmedicare UK Limited: Risk Identification, Assessment and Management
· Policy – Cosmedicare UK Limited: Acceptable Use (Information Security)
· Policy – Cosmedicare UK Limited: Social Media (Information Security)
· Policy – Cosmedicare UK Limited: Cookies


Appendix 1 – Know your Rights

The UK General Data Protection Regulation (UK GDPR) and the 2018 Data Protection Act (DPA) enshrines a number of rights for data subjects which are listed below, all of which are supported by Cosmedicare.  Further information about these rights may be accessed by clicking the link shown at the bottom of the page.

The right to be informed:
· The right to be informed encompasses our obligation to provide “fair processing information”. This emphasises the need for Cosmedicare to be transparent about how your personal data is used.

The right of access:
· You have the right to obtain:
· confirmation that your data is being processed;
· access to your personal data; and
· other supplementary information.

The right to rectification:
· You are entitled to have personal data rectified if it is inaccurate or incomplete.

The right to erasure:
· The right to erasure is also known as “the right to be forgotten”.  The broad principle underpinning this right is to enable you to request the deletion or removal of personal data where there is no compelling reason for its continued processing.

The right to restrict processing:
· Under the DPA, you have the right to “block” or suppress processing of personal data.  The restriction of processing under the UK GDPR is similar.  When processing is restricted, Cosmedicare is permitted to store the personal data, but not further process it.  Retaining just enough information about you to ensure that the restriction is respected in future is permitted.

The right to data portability:
· The right to data portability allows you to obtain and reuse your personal data for your own purposes across different services. It allows you to move, copy or transfer personal data easily from one IT environment to another in a safe and secure way, without hindrance to usability.

The right to object:
· You have the right to object to:
· processing based on legitimate interests or the performance of a task in the public interest/exercise of official authority (including profiling);
· direct marketing (including profiling); and
· processing for purposes of scientific/historical research and statistics.

Rights in relation to automated decision making and profiling:
· The UK GDPR provides safeguards for you against the risk that a potentially damaging decision is taken without human intervention.  These rights work in a similar way to existing rights under the DPA.

More detailed information on each of the rights can be found here:

https://ico.org.uk/for-the-public/
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